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This Privacy Policy explains how GitMason Inc. (“GitMason,” “we,” “us,” or “our”) collects, uses, shares, and otherwise handles Personal Information in connection with our website, platform, communications, marketing activities, and related products and services (collectively, the “Service”).
For purposes of this Privacy Policy, “Personal Information” means information that identifies, relates to, describes, or could reasonably be linked with an identifiable individual.
We may provide additional privacy notices for particular features or services where appropriate.
[bookmark: personal-information-we-collect]1. Personal Information We Collect
The Personal Information we collect depends on how you interact with GitMason.
[bookmark: information-you-provide-to-us]Information You Provide to Us
We may collect:
Contact information, such as your name, email address, and other information you provide when contacting us.
Account and profile information, such as your email address, authentication information, profile photograph, biography, social-media links, preferences, and other information associated with your account.
Creator information, such as information Creators provide when applying to or participating in GitMason, including profile information, payment and payout information, tax information where required, Content, and information concerning Creator preferences or account instructions.
Payment and transaction information, such as billing information, purchase history, transaction amounts, payment status, refunds, chargebacks, and related transaction information. Payment information may be collected and processed directly by our third-party payment providers.
Communications, including messages you send through GitMason, communications between users and Creators, and communications you send to GitMason for support or other purposes.
User-generated Content, including photographs, videos, audio, text, posts, comments, messages, and other material you upload, provide, transmit, purchase, or otherwise make available through the Service, together with associated metadata.
Marketing information, such as your preferences for receiving marketing communications and information about your interactions with those communications.
Survey, research, or feedback information you voluntarily provide.
Other information you choose to provide to us or that we identify at the time of collection.
[bookmark: information-from-other-sources]Information From Other Sources
We may receive information from:
· social-media platforms or other services you choose to connect to GitMason;
· payment processors and other service providers;
· Creators or their authorized representatives;
· publicly available sources;
· marketing or business partners; and
· other sources as permitted by law.
[bookmark: information-collected-automatically]Information Collected Automatically
When you use GitMason, we and our service providers may automatically collect certain information, including:
Device and technical information, such as IP address, browser type, operating system, device type, language settings, and device identifiers.
Usage information, such as pages viewed, features used, links clicked, referring pages, access times, session duration, and interactions with the Service.
General location information, such as approximate city, state, or geographic area derived from an IP address.
Communication interaction information, such as whether you open an email or interact with a link.
[bookmark: public-information]2. Public Information
Information you choose to include in your public profile or otherwise make publicly available through GitMason may be visible to other users and the public.
Please consider what information you choose to make publicly available. GitMason is not responsible for how other individuals may use information that you intentionally make public, except to the extent required by applicable law.
[bookmark: cookies-and-similar-technologies]3. Cookies and Similar Technologies
GitMason and our service providers may use cookies, pixels, local storage, and similar technologies to operate the Service, remember preferences, understand how users interact with GitMason, improve performance, maintain security, and support analytics and marketing.
Your browser may allow you to limit or block certain cookies. Disabling cookies may affect some features of the Service.
Where required by applicable law, we will obtain consent before using cookies or similar technologies for purposes that require consent.
[bookmark: how-we-use-personal-information]4. How We Use Personal Information
We may use Personal Information to:
[bookmark: provide-and-operate-gitmason]Provide and Operate GitMason
· create and maintain accounts;
· provide, operate, maintain, and improve the Service;
· personalize users’ experiences;
· provide Creator profiles and communities;
· display and deliver Content;
· process purchases and Creator payouts;
· maintain transaction records;
· enable communication between users and Creators;
· provide customer support; and
· communicate administrative, transactional, security, and account information.
[bookmark: creator-account-services]Creator Account Services
We may use Personal Information to provide and support Creator Accounts and related features, including enabling communications between users and Creators and providing related customer support.
[bookmark: process-transactions]Process Transactions
We may use Personal Information to process purchases, send payments to Creators, maintain transaction records, address refunds or chargebacks, prevent payment fraud, and comply with financial and tax obligations.
[bookmark: maintain-safety-and-security]Maintain Safety and Security
We may use Personal Information to:
· protect accounts and the Service;
· prevent, detect, and investigate fraud, abuse, unauthorized activity, or security incidents;
· enforce our Terms of Service and other agreements;
· investigate reports or complaints; and
· protect the rights, safety, and property of GitMason, our users, Creators, and others.
[bookmark: improve-gitmason]Improve GitMason
We may analyze how users interact with the Service to understand usage, improve features and functionality, develop new products or services, troubleshoot technical problems, and conduct internal research.
We may create aggregated, de-identified, or anonymized information that does not reasonably identify an individual and use that information for lawful business purposes.
[bookmark: marketing]Marketing
We may send marketing communications where permitted by law.
You may opt out of promotional emails by following the unsubscribe instructions contained in those communications. You may continue to receive transactional or administrative communications concerning your account or use of the Service.
[bookmark: legal-and-compliance-purposes]Legal and Compliance Purposes
We may use Personal Information to comply with applicable law, legal process, regulatory requirements, tax obligations, and lawful governmental requests and to establish, exercise, or defend legal claims.
[bookmark: how-we-share-personal-information]5. How We Share Personal Information
We may share Personal Information in the following circumstances:
[bookmark: service-providers]Service Providers
We may share information with companies that provide services to GitMason, such as:
· payment processing and Creator payouts;
· website hosting and cloud infrastructure;
· analytics;
· communications and email delivery;
· security and fraud prevention;
· customer support;
· professional services; and
· other technology and operational services.
These providers may access Personal Information as reasonably necessary to provide services to GitMason.
[bookmark: creators-and-users]Creators and Users
Certain information is shared as necessary for users and Creators to interact through the Service.
For example, a Creator may receive information concerning purchases, messages, or interactions involving that Creator’s account. Users may see Creator profile information and Content that the Creator has chosen to make available.
[bookmark: professional-advisors]Professional Advisors
We may share information with lawyers, accountants, auditors, insurers, consultants, and other professional advisors where reasonably necessary.
[bookmark: business-transactions]Business Transactions
If GitMason is involved in a merger, acquisition, financing, reorganization, bankruptcy, sale of assets, or similar business transaction, Personal Information may be disclosed or transferred as part of that transaction, subject to applicable law.
[bookmark: legal-requirements-and-protection]Legal Requirements and Protection
We may disclose information where we reasonably believe disclosure is necessary to comply with applicable law or legal process; respond to lawful requests; investigate fraud, security incidents, or violations of our agreements; or protect the rights, safety, or property of GitMason, our users, or others.
[bookmark: with-your-direction-or-consent]With Your Direction or Consent
We may share information when you direct us to do so or otherwise consent to the disclosure.
[bookmark: payment-processing]6. Payment Processing
GitMason uses third-party payment providers to process purchases and Creator payouts.
Those providers may collect and process payment information directly under their own terms and privacy policies.
GitMason may receive transaction information from those providers, such as payment status, transaction amount, limited payment-method information, refunds, disputes, or chargebacks.
[bookmark: retention]7. Retention
We retain Personal Information for as long as reasonably necessary for the purposes described in this Privacy Policy, including providing the Service, maintaining accounts, completing transactions, complying with legal and tax obligations, preventing fraud, resolving disputes, and enforcing our agreements.
Retention periods may vary depending on the type of information and the purpose for which it was collected.
When information is no longer reasonably necessary, we may delete, de-identify, or anonymize it, subject to applicable law.
[bookmark: your-choices-and-privacy-rights]8. Your Choices and Privacy Rights
Depending on where you live, you may have rights concerning your Personal Information, which may include the right to:
· request access to Personal Information we maintain about you;
· request correction of inaccurate information;
· request deletion of certain Personal Information;
· obtain information about how we collect, use, or disclose Personal Information;
· opt out of certain uses or disclosures where applicable; and
· withdraw consent where our processing is based on consent.
These rights may be subject to exceptions and limitations under applicable law.
To submit a privacy request, contact help@gitmason.com.
We may need to verify your request before fulfilling it.
We will not unlawfully discriminate against you for exercising applicable privacy rights.
[bookmark: california-privacy-rights]9. California Privacy Rights
California residents may have additional rights regarding their Personal Information under applicable California law. These rights may include rights to access, correct, or delete certain Personal Information and to receive information regarding certain uses or disclosures of Personal Information.
GitMason does not sell Personal Information for money.
If applicable law provides you with additional privacy rights, you may exercise those rights by contacting help@gitmason.com. We will respond to requests as required by applicable law.
[bookmark: age-restrictions]10. Age Restrictions
GitMason is intended only for individuals who are at least 18 years old.
Individuals under 18 may not access or use the Service, create an account, make a purchase, or provide Personal Information through GitMason.
If we learn that we have collected Personal Information from an individual under 18, we may take appropriate steps to delete the information and terminate the associated account, subject to applicable law and legitimate record-retention requirements.
If you believe an individual under 18 is using GitMason or has provided Personal Information through the Service, please contact us at help@gitmason.com.
[bookmark: security]11. Security
GitMason uses reasonable administrative, technical, and organizational safeguards designed to protect Personal Information from unauthorized access, use, disclosure, alteration, or loss.
While no online service can guarantee absolute security, we take reasonable steps to protect the information entrusted to us.
If you believe your GitMason account has been accessed without authorization, please contact us at help@gitmason.com.
[bookmark: international-users]12. International Users
GitMason is based in the United States.
If you access the Service from outside the United States, your Personal Information may be transferred to, processed in, and stored in the United States or other countries where GitMason or its service providers operate.
Where required by applicable law, we will use appropriate safeguards for international transfers of Personal Information.
[bookmark: third-party-websites-and-services]13. Third-Party Websites and Services
GitMason may contain links to third-party websites, social networks, payment providers, or other services.
This Privacy Policy does not apply to the independent privacy practices of those third parties. We encourage you to review their privacy policies before providing Personal Information to them.
[bookmark: changes-to-this-privacy-policy]14. Changes to This Privacy Policy
We may update this Privacy Policy from time to time to reflect changes to GitMason, our practices, technology, or applicable law.
If we make material changes, we will provide notice as required by applicable law.
The “Last Updated” date at the top of this Privacy Policy identifies when it was most recently revised.
[bookmark: contact-us]15. Contact Us
If you have questions about this Privacy Policy or GitMason’s privacy practices, or wish to submit a privacy request, contact:
GitMason Inc.
Email: help@gitmason.com
